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Viin'i1 Victim 2 I

Intranet

I Ba: s and Security e (B uery Results - Mozilla 1 |
. File Edit View Go Bookmarks Tools Window Help
=T | = =
[ Back ]
Added 0 alert{s) to the Alert cache
Queried DB on : Thu October 14, 2004 22:04.44
Meta Criteria any ® Sensors
P Criteria any ® Unique Alerts [ classifications )
S # lUnigue addresses: source | destination
Ui Crlten?':\ = any * Unigue IP links
Payload Criteria.  any ® Source Port: TCP | UDP
# Destination Port: TCP | UDP
® Time profile of alerts
Displaying alerts 1-50 of 81 total
[ | 1D < Signature > = Timestamp > = Source Address > < Desl. Address > < Layer 4 Proto >
[snort] NETBIOS SMB IPC$ share unicode access 2004-10-08 192.168.1.100:1613 192.168.1.4:139 TCP
[ #0-(1-84) 11:25:41
[snort] NETEIOS SME IPC$ share unicode access 2004-10-08 192.168.1.100:1608 192.168.1.4:139 TCP
[~ #1-(1-83) 11:25:31
[snert] NETEIOS SMB IPC§ share unicode access 2004-10-08 192.168.1.100:1601 192.168.1.4:139 TCP
[ #2-(1-82) 11:25:05
[snert] (http_inspect) OVERSIZE CHUNK ENCORING 2004-10-04 192.168.1.4:42164 67.19.245.228:80 TCP
[~ #3-(1-80) 22:25:41
[snort] (http_inspect) OVERSIZE CHUNK ENCODING 2004-10-04 192.168.1.4:42163 67.19.245.228:80 TCP
[~ #4-(1-81) 22:25:41
e | e




These Events are MIS’s
Nightmare !!!!

1. Difficult to realize the overall
accidents

2. Ignoring the crucial information
easily!!! /
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The Security Events Center

A platform whose purpose is to provide
detection and reaction services to security
Incidents.

Main functions

Collects all information from both security and reecurity products

Carries out the unified automatic event evaluatmtell if they are
complying with the policy.




SEC Overview

Victim 2
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(B intranet

Internet

The SEC Component
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Alert Merge Example

Destination Attack Source IP  Destination Source Packet Timestamp
IP Signature Port Port Protocol
Host 1 Trojan Sipl 80 4077 tcp T1
Host_1 Trojan Sip2 80 4077 tcp T2
Host 1 Trojan Sipl 443 5002 tcp T3
Host_2 Trojan Sipl 443 5002 tcp T4
Host_3 D.D.O.S Sip3 53 6007 udp T5
Host_3 D.D.O.S Sip4 53 6008 tcp T5
Host_3 D.D.O.S Sip5 53 6007 udp T5
Host_3 D.D.O.S Sip6 53 6008 tep T5
Key Values
Host 1| Trojan Sip1,Sip2 80,443 | 4077,5002| tcp | T1,T2,T3
Host 2 | Trojan Sipl 443 5002 tcp T4 ‘
'| Host 3 | D.D.O.S. | Sip3,Sip4,Sip5 ,Sip6| 53 6007,6008 | tcp, udp T5
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Experiment ;. Scenario

1. Probe 192.168.0.6
2. Break In
3. Escalation
5. DOS
192.168.0.2
Linux

4. Break In

192.168.0.4 6. DOS

Windows

1\95..128.0.5 192.168.0.3"
indows Linux" /
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Experiment Result: Statistic

name Alert Correlation
Attack SHELLCODE x86 inc ebx NOOP 1 Total 602
SIgnature Iy e ra105 SMB-DS Isass unicode 1 event
event little endian overflow attempt
name
NETBIOS SMB-DS Isass DsRoIer 1 TCP 11 ICMP 395 UDP 196
UpgradeDownlevelServer unicode
MISC MS Terminal server request 1
NETBIOS DCERPC ISystemActivator .
path overflow attempt little endian 1 Correlated 8 Reduction rate 9870%
event

ooy oo ot Mo mber=g ]
default passwi

s ol I T
share access |1 19216806 19216804 probe  METBIOS 3MB-DS TPCH unicode share access
Victim 192.168.0.4|¢ 19216806 192.168.04 Escalation SHELLCODE 286 0290 uricode NOOP

IP . - el -
192.168.0.5|3 19216306 15216804 Breadln gﬁos SME-DIS Isass DsRoletUpgradeDownlevelServer Wrte AndX unicode litle endian overflow
192.168.0.2 4 192168.0.6 152.168.0.4 Breakln  NETBIOS SMB-DS lsass DsRoletUpgradeDownlevelServer unicode bttle endian overflow attetmpt
192.168.0-3|5 19216306 192.163.04 probe  MISC MS Terminal server request /

Attacker | 192.168.0.6|3 19216204 19216203 D05 DDOS Trin00 Master to Daeron defanlt password attemmpt "
P 192.168.0.4|7 19216304 19216802 D05 DDOS Trind0 Master to Daemon default password attempt
6 192.168.04 192.168.0.5 Breakln  NETBIOS DCERPC [SystemActrvator path overflow attempt bitle endhan unicode 3

What's problem
about the SEC ?

1. Enormous Data less Efficient

2. Got Nothing if the database were
crash

3. Memory and CPU Exhausted when
system is running. /
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k |ICAS, IDS Cloud Analysis System

® Applying Cloud Computing technique
Higher capability
Fault tolerance

®# Making alerts algorism to generate
manifest report

Reducing redundancy
Merge relation
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ICAS Overview

Internet




Change SEC to ICAS

MySQL §> HBase

Core Procedure Map-Reduce

Linux Hadoop + Linux

VAVERY

Single Machine Multiple Machine

-

System Architecture

ICAS Component Overview

Analysis
Procedure
Regular
Parser
Data Data
Mapper Reducer
l IDS |  Cloud Platform Database :
[ s
[ HBASE | /
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Program Procedure

Security Operation
Center

Sensor 2

T

Format

rma
Transform P

Unit

-l :

Sensor n

Alert Generator | |

Alert Generator |

Change SEC to ICAS
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Analysis
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Linux Hadoop + Linux

>

Single Machine Multiple Machine

Applications
MySQL -> HBase
Program language
PHP -> JAVA & JSP

Data transfer
Snort to MySQL -> Log to HDFS
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Core Procedure :> Map-Reduce

Format Transfer Unit
Setup Snort logging to MySQL

Setup MySQL client logging to
remote MySQL server

Core Procedure Unit
Fuse redundant data
Merge data as event

http://trac.nchc.org.tw/cloud/wiki/waue/2009/SEC_to ICAS 22




Map-Reduce

Reqgular Parser

Parsing original snort log and transfer to HDFS
(hadoop file system)

Analysis Procedure

Dispatch job if pool is not empty and insert the
result into database

Data Mapper
<key, value> mapping
Data Reducer

<*'keyl”, valuel...valueN>
<'key2”, valuel...valueN>
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MySQL
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MySQL

sec_event
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HBase

Column Column "anchor:" Column
"contents:" "mime:"
com.cnn.www | t5 "anchor:cnn | CNN
si.com"
t4 "anchor:my. | CNN.com
look.ca"
t3 <html>... text/html
t2 <html>...
t1 <html>...




HBase

Row Key Time | Column Column “Infor:" Column "
Stamp | “ signature:” SourcelP:"
(Destination IP) t1 sigl Infor : Port | pl1,p2.. sIP1
IP1 :
d t2 sig2 Infor : ... 0l1,02... siP2
(the other
info)
diP2 Infor : ...
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Experiment

Machine:
CPU : Intel quad-core, Memory : 29,
OS : Linux : Ubuntu 8.04 server

Software : version
Hadoop : 0.16.4
Hbase : 0.1.3
Java: 6

Alerts Data Sets
MIT Lincoln Laboratory, Lincoln Lab Data Sets

Computer Security group at UCDavis, tcpdump file
28




Experimental Result

The Consuming Time of Each
Number of Data Sets
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Experimental Result
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Pros& Cons

Efficient Non-realtime
Scalable Latency
Economical Immature
Reliable
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Hadoop Development Issues
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Conclusions

ICAS supplies a efficient way to
analyze and merge huge number of
alerts based on cloud platform

Until now, there are many
components needed to implement
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Future Works : Overview
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Future Work : Final Result
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Future Works
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Thank You !
&

Question ?




