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Personal Security
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Install Some Security 
Software
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Internet Security
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Network IDS Interface
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1. Difficult to realize the overall 
accidents

2. Ignoring the crucial information 
easily !!!

These Events are MIS’s 
Nightmare !!!!

88

The Security Events Center

� A platform whose purpose is to provide 
detection and reaction services to security 
incidents. 

� Main functions
� Collects all information from both security and non-security products

� Carries out the unified automatic event evaluation to tell if they are 
complying with the policy.
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SEC Overview

SEC
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The SEC Component
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Security Events 
Center
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Alert Merge Example

6007,6008

5002

4077,5002

T5

T4

T1,T2,T3

53

443

80,443

tcp, udp

tcp

tcp

Sip3,Sip4,Sip5 ,Sip6D.D.O.S.Host_3

Sip1TrojanHost_2

Sip1,Sip2TrojanHost_1

ValuesKey

T5tcp600853Sip6D.D.O.SHost_3

T5udp600753Sip5D.D.O.SHost_3

T5tcp600853Sip4D.D.O.SHost_3

T5udp600753Sip3D.D.O.SHost_3

T4tcp5002443Sip1TrojanHost_2

T3tcp5002443Sip1TrojanHost_1

T2tcp407780Sip2TrojanHost_1

T1tcp407780Sip1TrojanHost_1

TimestampPacket 
Protocol

Source 
Port

Destination 
Port

Source IPAttack 
Signature

Destination 
IP
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Experiment : Scenario

2. Break In

1. Probe

3. Escalation

4. Break In

5. DOS

6. DOS

192.168.0.2
Linux

Clean
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Experiment Result: Statistic

2192.168.0.4

5192.168.0.6Attacker 
IP

1192.168.0.3

1192.168.0.2

1192.168.0.5

5192.168.0.4Victim 
IP

1NETBIOS SMB-DS IPC$ unicode
share access

1DDOS Trin00 Master to Daemon 
default password attempt

1NETBIOS DCERPC ISystemActivator
path overflow attempt little endian

1MISC MS Terminal server request

1NETBIOS SMB-DS lsass DsRoler
UpgradeDownlevelServer unicode

1NETBIOS SMB-DS lsass unicode
little endian overflow attempt

1SHELLCODE x86 inc ebx NOOPAttack 
signature 

event 
name

name

98.70%Reduction rate8Correlated 
event

196UDP395ICMP 11TCP

602Total 
event

Alert Correlation
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What’s problem 
about the SEC ?

1. Enormous Data ���� less Efficient
2. Got Nothing if the database were 

crash
3. Memory and CPU Exhausted when 

system is running.
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ICAS, IDS Cloud Analysis System
Applying Cloud Computing technique

� Higher capability
� Fault tolerance
Making alerts algorism to generate 
manifest report

� Reducing redundancy 
� Merge relation
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ICAS Overview

ICAS
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Change SEC to ICAS

MySQL

Core Procedure

Single Machine

HBase

Map-Reduce

Multiple Machine

Hadoop + LinuxLinux
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System Architecture

ICAS Component Overview
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Program Procedure

2020

Change SEC to ICAS
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Applications
� MySQL -> HBase

Program language
� PHP -> JAVA & JSP

Data transfer
� Snort to MySQL -> Log to HDFS

Single Machine Multiple Machine

Hadoop + LinuxLinux

2222

Core Procedure Map-Reduce

Format Transfer Unit
� Setup Snort logging to MySQL
� Setup MySQL client logging to 

remote MySQL server

Core Procedure Unit
� Fuse redundant data
� Merge data as event

http://trac.nchc.org.tw/cloud/wiki/waue/2009/SEC_to_ICAS
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Regular Parser
� Parsing original snort log and transfer to HDFS 

(hadoop file system)
Analysis Procedure 

� Dispatch job if pool is not empty and  insert the 
result into database

Data Mapper
� <key, value> mapping

Data Reducer 
� <“key1”, value1…valueN>
� <“key2”, value1…valueN>

Core Procedure Map-Reduce
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MySQL HBase
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MySQL HBase
sec_event
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CNN.com

CNN "anchor:cnn
si.com" 

t5com.cnn.www

Column 
"mime:"

Column "anchor:"Column 
"contents:"

Time 

Stamp
Row Key 

<html>...t1

<html>... t2

text/html<html>...t3

"anchor:my.
look.ca" 

t4

MySQL HBase
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…..Infor : ………dIP2

sIP2o1,o2…Infor : ... 
(the other 
info)

sig2t2

sIP1p1,p2..Infor : Portsig1t1(Destination IP)

dIP1

.. ……………

Column " 
SourceIP:"

Column “ Infor :"Column 
“ signature:"

Time 

Stamp
Row Key 

MySQL HBase
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Experiment

Machine: 
� CPU : Intel quad-core, Memory : 2g,

OS : Linux : Ubuntu 8.04 server

Software : version
� Hadoop : 0.16.4
� Hbase : 0.1.3
� Java : 6

Alerts Data Sets
� MIT Lincoln Laboratory, Lincoln Lab Data Sets 
� Computer Security group at UCDavis, tcpdump file
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Experimental Result
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The Consuming Time of Each 
Number of Data Sets
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Experimental Result 
Throughput Data Overall 
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Pros& Cons

Efficient

Scalable

Economical

Reliable

Non-realtime

Latency

Immature
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Hadoop Development Issues
Fully based on correct Hadoop’s Version 
( Neither backward nor upward compatibility)

� ICAS can work on Hadoop 0.16.4.

� ICAS has 8 errors and 8 deprecations on Hadoop 0.18.3

� ICAS has 26 errors and 22 deprecations on hadoop 0.20.0

� A word-count sample code on hadoop 0.20 can’t work for 
hadoop 0.18

� HBase’s “A” version is only correspond to Hadoop’s “A”
version (upper or lower not work)

Sample codes are hardly to find
Deeply in Object-oriented programming
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ICAS supplies a efficient way to 
analyze and merge huge number of 
alerts based on cloud platform

Until now, there are many 
components needed to implement
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Future Works : Overview
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Future Work : Final Result
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Future Works

Including more IDS logs

Graphical final result

Prepare more large-scale and 
complete experiment
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Thank You !

& 

Question ? 


