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ata volume

Google encountered Bic
devised architectural sc

+ BigTable is the inspiration for HBase

The Big Data Age

« According to one estimate, globally
the world created 150 exabytes of
data in 2005

 This year, the world may create
more than 1,500 exabytes of data

Data In their operations and
tions for it, including BigTable
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oop find that
adoop helps

nttp://www.cloudera.com/
» Many business, even small ones, during the course of

their normal operations can generate petabytes of
data per year

 |f they retain it, they can mine it and gain insights

« Open source analytics enablers like the Hadoop
software ecosystem — of which HBase is a part —
make this an emerging reality


http://www.cloudera.com/

details of the servi
Scale free n
Resources anywhere/everywhere
Loosely coupled computing
Decentralized, open standards
Open technologies

New ownership model




Time Time

Static data center Data center in the cloud

| Unused resources



> 1T IS a means

_loud scale architectures
and Medium) Data
ational framework for

~. Container for B
- Scale free comp

managing it



ninute, a new
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olerant database

acka es (analvytics,
dashkt:;oardgsJ etc( 4

HBase (Distributed Map)

Avro (Serialization)
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ek and replace (RDBMS)
MapReduce, Bigtable)
efficie red to transfer at scale

Siven: -
- 10 MB/second transfer bandwidth

— 10 milliseconds disk seek time

— 100 bytes per entry (10 billion entries)

- 10 kB per page (1 billion pages)

e Updating 1% of entries (100,000,000) takes:
- 1,000 days with random B-Tree updates

— 100 days with batched B-Tree updates

- 1 day with sort and merge

— Log structured data access on streaming filesystem



.. and locality of I/O references
— Column families
.. and time ranges

— Timestamps



lions of columns *

) BlgTabIe enhanced with
2veloped by the community

 The usual ASF thlngs apply (license, JIRA, etc)

« To handle Big Data, we discard transactions and
relational data models

No distributed transactions

No complex locking

No waits or deadlocks

Update through sort and merge instead of seek and replace



Row Key
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Columnn

"contents."

"<html>..."
"<html>..."

"<html>..."

y concuri

"com.cnn.www" — ™ -

Column "anchor:"

"anchor:cnnsi.com" "CNN"

"anchor:my look.ca" | "CNN.com"

"contents:”

"anchor:cnnsi.com”

"anchor:my.look.ca”
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Column I ' !
"mime:"
colB ->
rowA -=> colA -> value value?
"text/html"
rowB > foo -> long value
rowC > url -> huge value




e+ |nstead, think of tags

, colB ->

rowA -> colA -> value s

rowB = foo -> long value

rowC > url -> huge value I
T

Values of any length, no predefined names or widths




loaded nodes

Enables fast recovery

Re lons are m|grat'

y from highly

Master rapidly redeploys regions from

falled nodes fo others
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Table with splits

Assignment
10 regionservers

Keys: [0-2)
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 With ZooKeeper

faviorably with HDFS block

Track cluster member 0 and detect dead servers

Supports master election and recovery in multi-master
deployments

Automatic Master failover
Rolling upgrades of point releases
Modify some cluster configuration without full cluster restart



osting the table regions

) RecordReader
Key Class 1 | Value Class 1

InputFormat

Key Class 1 |Value Class 1
l ¥ Mapper
Key Clags 2 |Value Class 2

Shuffle .~ Sort
Value Class 2|

.

Value Class 3

Key Class 3 |Value Class 3
RecordWriter

Image credit: Lars George
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of rows. coprocessor
pcations

, automatically split into multiple

aIIellzed RPC T
* Very flexible model for building distributed services

e Automatic scaling, load balancing, request routing for app
 Example use cases

e Scalable metadata management for Colossus

 Distributed language model serving for machine translation
system

 Distributed query processing for fulltext indexing support
e Regular expression search support for code repository
@;BEI;IQW TCloud

Computing

e[~i9:

HBASE




COPIrocessors)
' COProcessors)

. HDFS URI) to jar file

servers when table regions are opened

Jmes part of the regionserver
5 IN process

. New functionality &
Implementation and rur

« Lifecycle methods

« RegionObserver: Watch or change when clients interact with
regions

e Endpoint: Provide a new service via dynamic RPC

* No more mutually exclusive subclassing of
RegionServer implementation and RPC interfaces!

) TREND. (P Tcioud  FIO:

RO Computing HBASE



RegionServer

CP1:preGet()

CP2:preGet()

CP3:preGet()

HRegion:Get() |=

> CP1:postGet() —| CP2:postGet() —=| CP3:postGet() H

—1&

client response

@ TREND, @ TCloud

Computing



- mefface, it will be interposed in all

side requests: get, put, delete, etc.

vers by priority; mediators can be chained
ement security policy extensions

~ « Provides hooks fc

e Chaining of -
ahead of watchers tc

e MasterObserver

- If a coprocessor implements this interface, it can intercept
administrative actions taken at the master for a region (load balance,
enable/disable, etc.)

 How to develop an Observer
- Implement interface and override upcall methods

wree O T



client:Client tablef:HTable rs:HRegionserver | | region:HRegion cpHost:icoprocessorHost | | ro:RegionObserver

getinew Get())

get(Get)
§ get(Get)
§ preGet(Get) .
loop | |
[for each Inadeld roj
preGet(Get) .|
e ]

| HRegiDn.getHb]

postGet(Get, result) ;
Lai |

loop l |
[for each Inadeg:i roj

PostGet(get, result) , |

o resu| [T
_______rtis_ul_t_f
result J

#9) TREND, () TCloud T1*):

< Computing HBASE



the HBase client and
without recompilation

Region Server 1

essor()

HTable :
Region Server 2

coprocessorExec()

TCloud

Computing




e automatically registered

i |ggéred by:

» HTable.exec

-

e Qe 1



Ing user/role,

2nted as coprocessors

E-3025

thorized user according to ACL

SO "-"'“ v ;
- Reject data access b
- Keep ACLs in META

— Use ZooKeeper to propagate ACL changes made to META via put()
or delete() to permissions caches on all RegionServers

 Remaining work

— Add Kerberos plugin to ZooKeeper so ZK auth and ACLs can be
managed in a seamless manner with HBase ones

- Master side coprocessor hooks to get control over admin ops

) REND rcions IO

Computing HBASE



rage you to participate Iin the
he JIRA 5 ’
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‘replacing the HDFS NameNode

ure of Google's GFS2

alab MESE 8, no more NameNode singleton
reliability, availability, and scalability concerns

 FuzzyTable

- guzzy matching against keys that encode high dimensional
ata

e Application domain is low latency biometrics search

e[~i9:

HBASE
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Computing




ieaders to detect and throw execeptions
ded, e.g. Infinite loops

« Parallel computatlon f mework

« Hadoop MapReduce APl (mappers, reducers, partitioners,
Intermediates) but parallel region MapReduce ?

e Stream processing paradigm
- Cascading or S4

W IREND ) Tciowd IO

Computing
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e perimeter
e security would make no

' 50 Hadoop 0.20.S and ASF

ense -

« Security features in’
Hadoop 0.21+ &

Strong authentication using Kerberos

Mutual authentication of RPC connections

Data isolation at HDFS level

Multiple groups can share the same cluster

HBase security now a possibility
¢®) TREND
MICRDO




nenticated
‘access has been granted
ranted at a table or per column

- Access to data car
family basis

 What is it not?
* Row-level or per value (cell)
* Push down of file ownership to HDFS
* Full Role Based Access Control




* Requires enforc uthorization internally

e Authorization usele ystem leaks data in other ways
- Observabllity of storage files
— Eavesdropping on data in transit




trusted third party

Imunications between HBase clients
arberos

ID5 authentication, allowing Hadoop
AapReduce

~ also supports DIGE
delegation token us




nn family

e Permissions
 Built-in Roles

e Superuser: full acces
» Table owner: full access to table, plus delegation




« -ROOT-and .M
- potential leakage of




orization checks

>DEIVE
Reflects ACL chan




Logical

Principal Table:ColumnFamily Permissions
humphrey foo:* {READ,WRITE}
.META. acl:
Row Qualifier Value
foo,,1286569... humphrey RW
Client interface -
* hbase shell 'grant’' command:
hbase> create 'foo', 'f1'
hbase> grant 'herbert', 'RW', 'foo'
hbase> scan '.META.'
ROW COLUMN+CELL
foo,,1286569. .. column=acl:herbert, timestamp=1286569..., value=RW

P4 nicro



- 2 regionserver S Receives C:<U,'get',T>. HBase processData()

4 regionserver U Check in-memory Permission Mirror: Access preGet()
UserPerms = Controll

getUserPermissions(UserGroupInformati

on.getCurrentUser(),T) el

Receives either get() return value or HTable get()

AccessDeniedException
) | RENU,
‘ MICRDO




watches

.META. Region Server tablel Region Server

TableAuthManager

userl={READ WRITE}
userz:family2={READ}

AccessController

tablel,,1 ?
AccessController



.META. Region Server

AccessController

postOpen
postPut

ZooKeeper

fhbasefacl

1) update

userl:RW
userz,family2:R




userl:RW 1 !
|user2,family2:R

watches
2) data changed

tablel Region Server

TableAuthManager

userl={READ,WRITE}
~ userz:family2={READ} €

!

AccessController

tablel,,1

) TREND



e Current implem tai
» ZooKeeper Kerberos auth plugin
 Audit logging .
 More granular access control

 Per row or per KV?
 Would be implemented via meta-columns




sed access control



http://hbaseblog.com/2010/10/11/secure-hbase-access-controls/
http://github.com/trendmicro/hbase/tree/security
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