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Slgraula HBase, Hypertable.
A huge key-velueg datasioge Cassandra,, ....
Magrzduse Hadorop MapReduce AP
To parallzl orocsss dei) Sphere MapReduce AP, ...
Gouyle fiile Sysisin Hadoop Distributed File System, (HDFS),
T siuie gsiEnyies of da) Sector Distributed File System

¥ % T Fl3& % 8 MapReduce API F1F :

http://trac.nchc.org. tw/grid/intertrac/wiki%3Ajazz/09-O4-14%23MapReduce
AR R AR AL

> |IBM GPFS - http://www-03.ibm.com/systems/software/gpfs/

> Lustre - http://www.lustre.org/
> Ceph - http://ceph.newdream.net/


http://trac.nchc.org.tw/grid/intertrac/wiki%3Ajazz/09-04-14%23MapReduce
http://www-03.ibm.com/systems/software/gpfs/
http://www.lustre.org/
http://ceph.newdream.net/
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JEF) 259 Application 2205, Nuleh, ICAS,
Soejal Compuling, Enferprize, ISV, SRIME, ...

Proyraiinnlng Hadoop (MapReduce),

1, Meshu s, Wordlows, ... Sector/Sphere, AppScale
mu i}a Conitrol

s Ayt Openilebula, Encmaly,
Qo3 Neqoliation, Ddmission Contirol, A .
Pricing, SLA Management, Metering... Bucalypius, OpenQRM ...
3 Virtualization Hem, VM), VirualBox,
L, VI management and Deployment: QEMU, OpenVZ, ...
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‘Infr Structure: Cornpute 'f;@é%a e, Network




slziddoy

http://hadoop.apache.org

Hadoop A& Apache Top Level % % %
Hadoop is Apache Top Level Project
B Al £ % Yahoo! A By ~ B4 413 J]

Major sponsor is Yahoo!
£]44 # 5& Doug Cutting °* 5% Google Filesystem

Developed by Doug Cutting, Reference from Google Filesystem
A Java B > %4+ HDFS 32 MapReduce API -

Written by Java, it provides HDFS and MapReduce API

2006 1% il £ Yahoo W3 R% F

Used in Yahoo since year 2006

Cth &7 LB e 2 o

It had been deploy to 4000+ nodes in Yahoo

B2 Petabyte & A4t o

: : Facebook, Last.fm
Design to process dataset in Petabyte

. Joost are also
powered by Hadoop

4


http://hadoop.apache.org/
http://hadoop.apache.org/
http://hadoop.apache.org/

"
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http://sector.sourceforge.net/

HEBREHRDF OB ERBER -

Developed by National Center for Data Mining, USA

A CIC++ 34 E » bz ft® Hadoop #4F o

Written by C/C++, so performance is better than Hadoop

4t T#4L 1 Google File System $2 MapReduce %9 # %]

Provide file system similar to Google File System and MapReduce API
JE7AUDT 2 50 & M3 ¥ 8 A ik B AR F

Based on UDT which enhance the network performance

Open Cloud Testbed A ## 4 B 3X3% 3%, » 3t B 45 MalStonesX A8 #F P 3K 34

Open Cloud Consortium provide Open Cloud Testbed and develop
MalStone toolkit for benchmark

W
Mational Center for Data Mining U IC ‘ﬂ ' Open Data Group
A University of lllinois at Chicago qoen data httpiliwww.opendatagroup.com/



http://sector.sourceforge.net/
http://sector.sourceforge.net/
http://sector.sourceforge.net/
http://udt.sourceforge.net/
http://udt.sourceforge.net/
http://www.opencloudconsortium.org/testbed.html
http://www.opencloudconsortium.org/testbed.html
http://code.google.com/p/malgen
http://code.google.com/p/malgen
http://code.google.com/p/malgen
http://www.opencloudconsortium.org/
http://www.opencloudconsortium.org/testbed.html
http://www.opencloudconsortium.org/testbed.html
http://code.google.com/p/malgen/wiki/Malstone
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Search Jobs Browse Jobs Local Jobs Salaries  Employment Trends

©  Employment Trends /. _DE_I 7] E.)f_,f)ff)ff:’

SilTIp'l.] Xen, Hyper-V, Hadoop ) J,:J
L 7~ - ‘r

-v.”\

job search made simple Tip: You can compare trends by separating them with commas. -{—_

Job Trends for ¥en = Hyper-v = Hadoop . - -
- - ‘ y p iy
_f);uu Wi Tool
5 WOEE R ep i
E 0.04
2
[
% 0.0z ff"'\
& e - - J b
for : S, Looxdneg for Joo:
[
En.m 'I'."l‘ i"‘/" L T{E‘ .:.':/
: Mow 08 Jan09  Mar 09 May 09 09 Sep09 MNow 09  Jan 10 Mar 10 May 10
Mev 1, 2008 - May 31, 2010 SimplyHired com

(s A

Xen, Hyper-v, Hadoop Job Trends
This graph displays the percentage of jobs with your search terms anywhere in the job
listing. Since November 2008, the following has occurred:

e Xen jobs increased 141%

* Hyper-v jobs increased 551%

» Hadoop jobs did not change or there is no data available
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i- Develop Group Ti Google i Apache E
. Spomor | Google | Yahoo, Amazon |
EL Algorithm Method il MapReduce i MapReduce j
EL Resource i open document i open source j
S B L
(orsrereda | PEO HBase
E Search Engine i Google i Nutch E
O L LineGPL



What is Hadoop ?

Hadoop is a software platform
that lets one easily write and run
applications that process vast
amounts of data.

Hadoop = —fREAE R Z M HIEE #
LTSS S CEEVTTE

ﬁﬁuﬁ@ﬁﬂﬁﬁﬁéﬁﬁﬁ%iéﬁ’ﬂ’
Lo TR Map 3B Reduce ITAEshZMAREE
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4 ¥ Vast Amounts of Data
—#?Eﬁlpqlfr"/i,_ F"f'mnb

_ Tt 7

— Capability to STORE and PROCESS vast amounts of data
& & Cost Efficiency
ad — 4 PC #r2E 3%

B R BN
— Based on large clusters built of commodity hardware
3z % Parallel Performance

_ _ﬁﬁjn\ B{}\‘tﬁl‘)%} ‘,Um%j'l?é » 1]

/
%5 4

R D iR e
— With the help of HDFS, Hadoop have better performance
¥ % Robustness

5 mE L

R R REREE T GEEFL TR
— Robustness to add and remove computing and storage
resource without shutdown entire system
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Doug Cutting Talks About The Founding Of Hadoop
clouderahadoop 988N (= EHITHEEER

'_

-2
I

f U - - -
) | 0011149 T CC £ |

Doug Cutting Talks About The Founding Of Hadoop
http://www.youtube.com/watch?v=qxC4urJOchs


http://www.youtube.com/watch?v=qxC4urJOchs

H]s:.égfy :)f" }J-:J:Joyp saa 2002~ 002,
rliidooy 2% g sryin J e s 400920028

a ﬂ o

* Lucene
— http://lucene.apache.org/
— % Java K 3 enE ey ~ %7 5151 &FAPI
—a high-performance, fuII-featured text search
engine library written entirely in Java.
— 25l 3¢ gE - 3o RIEH gL B RERT
LR E

— Lucene create an inverse index of every word |
n different documents. It enhance performance
of text searching.


http://lucene.apache.org/

rlistory of rlzidooy L, 200%~2002,

rlidoon 2% Gl £ J e L 20094~400-)

e i
— http://nutch.apache.org/

—Nutch F_& 3B 3 R 4088 9T B 2 chge b iox 91
— Nutch is open source web-search software.
— 41 #* Lucene & ;% E B &%

— It builds on Lucene and Solr, adding web-
specifics, such as a crawler, a link-graph
database, parsers for HTML and other
document formats, etc.



http://nutch.apache.org/

Trir22 Giits frogn) Googla s

e (2 2= 5550 %
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Nutch {8 k8 7|k 5 « & b TR LT o I
Nutch encounter storage issue GO Ug C

Google % — gk A X & Pz X B AEHIF
Google shared their design of web-search engine

— SOSP 2003 : “The Google File System”
— http://labs.google.com/papers/gfs.html

— OSDI 2004 : “MapReduce : Simplifed Data Processing on
Large Cluster”

— http://labs.google.com/papers/mapreduce.html

— OSDI 2006 : “Bigtable: A Distributed Storage System for
Structured Data”

— http://labs.google.com/papers/bigtable-osdi06.pdf


http://labs.google.com/papers/gfs.html
http://labs.google.com/papers/mapreduce.html
http://labs.google.com/papers/bigtable-osdi06.pdf

rlisiory of rlzidoog .0 20020 ~ 3y loyy
rlzidooy &z g s I g Ly 20020 ~ oLy
» Dong Cutting reference from Google's publication
 Added DFS & MapReduce implement to Nutch
» According to user feedback on the mail list of Nutch ....
« Hadoop became separated project since Nutch 0.8
* Nutch DFS — Hadoop Distributed File System (HDFS)

* Yahoo hire Dong Cutting to build a team of web search
engine at year 2000.

— Only 14 team members (engineers, clusters, users, etc.)
* Doung Cutting joined Cloudera at year 2009.

YaHoO! ‘cloudera

7
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* Yahoo is the key contributor currently.

« |IBM and Google teach Hadoop in universities ...

 http://www.google.com/intl/en/press/pressrel/20071008 _ibm_univ.html

« The New York Times used 100 Amazon EC2 instances and a
Hadoop application to process 4TB of raw image TIFF data (stored
iIn S3) into 11 million finished PDFs in the space of 24 hours at a
computation cost of about $240 (not including bandwidth)

— from http://en.wikipedia.org/wiki/Hadoop
 http://wiki.apache.org/hadoop/AmazonEC2
 http://wiki.apache.org/hadoop/PoweredBy

» ADcom = |BM » Powerset

s ADSDAQ by Contextweb s ImageShack s The New York Times
s EHarmony 5 [S| s Rackspace

s Facebook s Joost s Veoh

» Fox Interactive Media s Lastfm s Metaweb


http://www.google.com/intl/en/press/pressrel/20071008_ibm_univ.html
http://en.wikipedia.org/wiki/Hadoop
http://wiki.apache.org/hadoop/AmazonEC2
http://wiki.apache.org/hadoop/PoweredBy

Fa2riorznes 1loro/201208 of rlzidooy
rlzdooy W B E ki sy (Frog) (z00)

F 4 HH B B0 2 FERF (/DEF)
2006 wy= 188 47.9
2006 FHA 500 42
2006 +—A 20 1.8
2006 +—A 100 3.3
2006 +—A 500 5.2
2006 +—A 900 7.8
2007 + H 20 1.2
2007 + A 100 1.3
2007 + A 500 2
2007 + A 900 2.5

Sort benchmark, every nodes with terabytes data.
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 February 19, 2008

« Yahoo! Launches World's Largest Hadoop Production Application
http://developer.yahoo.net/blogs/hadoop/2008/02/yahoo-worlds-largest-production-hadoop.html

Number of links between

pages in the index roughly 1 trillion links

Size of output over 309 T5.
compressed!
Number of cores used to over 10,000

run single Map-Reduce job

Raw disk used in the

production cluster over 5 Petabytes



http://developer.yahoo.net/blogs/hadoop/2008/02/yahoo-worlds-largest-production-hadoop.html

rlziddooo 10 prodicidon £ s
50 rlz1doo0 iR L

l'"" Al e

« September 30, 2008

3’ : 7’ r}
oy — odl !
f?’ VDR

« Scaling Hadoop to 4000 nodes at Yahoo!
http://developer.yahoo.net/blogs/hadoop/2008/09/scaling_hadoop to 4000 nodes_a.html

Total Nodes 4000
Total cores 30000
Data 16PB
500-node cluster 4000-node cluster
write read write read
number of files 990 990 14,000 14,000
file size (MB) 320 320 360 360
total MB processes 316,800 316,800 | 5,040,000 | 5,040,000
tasks per node 2 2 = 4
avg. throughput (MB/s) | 5.8 18 40 66

12


http://developer.yahoo.net/blogs/hadoop/2008/09/scaling_hadoop_to_4000_nodes_a.html
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Introduction to'Hadoop Termii
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Tzrminologizs of rlzidooo

s

rlidooy = 2 end SLiEg

Job e Namenode
— =Ei% - AR
Task e Datanode
1 iF 7okl & Bk
JobTracker  Namespace
— AR R - HERE
TaskTracker « Replication
— o] 3 fEerE f‘*}% — P~
Client e Blocks
— A E AR P — A E R H (64M)
Map e Metadata
Reduce

2R

1R
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Two L2y Hola2s of rlDFS

I A - __:J“ _;;!. ;’}l" 'L-‘; w4 - ;r_:: :":} “\‘ :1 :A'. ’,,

7 g v {] \JJ e \j ~ /f =< 2] = W] Y L \j jf~
= /JLJU— ey 5> iNadimenoae 2 = DatanNnoage
I

"+ Master Node \ - \

\

* Worker Nodes
‘Manage NameSpace of | |
HDFS | « Perform operation of
* Control Permission of § Read and Write
Read and Write |
* Define the policy of |+ Execute the request
Replication | of Replication
* Audit and Record the g
| NameSpace | * Multiple Nodes :
K Single Point of Failure /i \ / / /




Two 2y Holas5 of JJ'J 5

racdiyfar

= . Z
,L'r_/;:; j-;:;,f_‘_'}'lr} ,]-_Jf', v—‘;,-. J

JobTracker

/ Master Node

* Receive Jobs from
Hadoop Clients

* Assigned Tasks to
TaskTrackers

* Define Job Queuing
Policy, Priority and
Error Handling

* Single Point of Failure

v

TaskTracker

* Worker Nodes

* Excute Mapper and
Reducer Tasks

 Save Results and
report task status

* Multiple Nodes




master slave
task task
tracker tracker

MapReduce
layer

HDFS
layer

multi-node cluster

21
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Submit Job

Get Block
Locations

ooyl rlzidooo Clizd oo
W B rldooy Cliznz

JobTracker

-~/
J

D@

(D@

> HTTP Monitoring Ul

D@

D@

23



N-N-N-N-

HDFS f 4

Intfroduction to Hadoop Distributed File System

Jz122 Y/z100)
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. Hadoop Distributed File System
F IE 12 Google File System 4 $7:% 5% k%
— Reference from Google File System.
— - BENF DI AR LR PO H ST RESAT
— A scalable distributed file system for large data analysis .
—~ FIENRR PP EARE X VIR EFTES G
— based on commodity hardware with high fault-tolerant.
— B gt 2 R R N B TR

— It have better overall performance to serve large amount of
users.



e« A4 ZE L+ Fault Tolerance
— AW FE T ¥ a2t Ry
— Failure is the norm rather than exception
— f B
— automatic recovery or report failure
¢ B inzienF il 3B Streaming data access
— PR AGE G A 2T
— Batch processing rather than interactive user access.
— 3 Throughput » #t4 Latency

— High aggregate data bandwidth (throughput)



Faz1iras of rlDFES L
r1OFS g d & L
<~ {HEFH F  Large data sets and files
— % ¥ Petabytes & & di 7 &
— Support Petabytes size
- ®#5-3 Coherency Model
— - & B » > % =3P Write-once-read-many
— v - kM2 5 This assumption simplifies coherency
A i@E Data Locality
— IFA SR Y > BT AR A W R
— “move compute to data” > “move data to compute”
RET -#41: Heterogeneous
— TRAEARETFL T~ o
— HDFS could be deployed on different hardware



1 -—'\-_\ ! /'.'; X . a7 :-_;?: «_J
_I'J_I-)J" o T = 2 ?{ )= a4

HDFS Architecture

Metadata (Name, replicas, ...):

/home/foo/data, 3, ...
Metadata ops~~ Namenode
Block-ops
Datanodes Datanodes
L] ] — H = =
Replication
- [j\ i Blocks
J/
) ~ o N
Rack 2

Rack 1
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rlovy cddoas flDES yWords ..

LW ! pa > 44
_I'J_I-)J":) ‘iff'li‘jl‘\; 1's g

Namenode (the master)
Path and Filename — Replication , blocks

name:/users/joeYahoo/mykFile - copies:2, blocks:{1,3}
name:/users/bobYahoo/someData.gzip, copies:3, blocks:{2,4,5}

.f"v

Metadata .-

Datanodes (the slaves)

/O
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 Increase reliability and read bandwidth
— robustness : read replication while found any failure
— High read bandwith : distribute read ( but increase write bottlenet )

Namenode JobTracker
file1 (1,3) Map tasks TaskTracker
file2 (2,4,5) Reduce tasks .

ask for task

Block 1




Aools Fls Tolarzine L,
_I'J_)J"J lr' J:\-; "‘—J\ ?:"‘ “r,j' rv‘ l,’] ddd

o = B Data integrity
:F‘T\ Fol B e — checked with CRC32
Data Corrupt — R AP g R
— Replcae corrupt block with replication one
* Heartbeat
— Datanode send heartbeat to Namenode

* Metadata
— FSImage -~ Editlog = #3594 % P &
— FSImage — core file system mapping image
— Editlog — like. SQL transaction log
— STy PR EERET LS R
NameNode Fault — Multiple backups of FSImage and Editlog
— Manually recovery while NameNode Fault

Network Fault
DataNode Fault




Conaraacy odal zind Pariormzinez of rl e
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W%k - ki3 Coherency model of files

— FIERENATH B R A NH PR R Y LS R T

— NameNode handle the operation of write, read and delete.
F¥ 73 F2 34| Large Data Set and Performance

— FEEF B RHB A 1L 64MB E H -

— By default, the block size is 64MB

- X HRATHEG FEOCF

— Bigger block size will enhance read performance

—AnRE T T o < - R

— Single file stored on HDFS might be larger than single
physical disk of DataNode.

— FRIDIALH LB A R E
— Fully distributed blocks increase throughput of reading.
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jazzfihadoop:~% hadoop fs
Usage: java FsShell
-1s =path>]
-lsr «=path=]
-du =path>]
-dus <=path>]
count[-q] <path=]
mv <src> <dst>]
Ccp <src> <dst>]
rm <path>=]
rmr <path>]
eXpunge]
put <localsrc> ... <dst>]
copyFromLocal =localsrc> ... =dst>]
-moveFromLocal <localsrc> ... =dst>]
-get [-ignoreCrc] [-crc] =src>» «<localdst>]

[ -
[ -
[ -
=
[ -
[ -
[ -
[ -
[ -
[ -
[ -
=
[
[ -getmerge <src> <localdst> [addnl]]
I
[ -
[ -
[-
[ -
[ -
[ -
[ -
=
[ -
[ -
[ -
=
[-

|

-cat «src>|

-teXt <src>]

copyToLocal [-ignoreCrc] [-crc] =src> =localdst>]
-moveToLocal [-crc] =src> <localdst>]

-mkdir =path>=]

setrep [-R] [-w] <rep> <path/file>]

-touchz <path>]

-test -[ezd] <path>]

-stat [format] <path>]

-tail [-T] «=file>]

-chmod [-R] <MODE[,MODE]. | OCTALMODE> PATH...]
-chown [-R] [OWNER][: [GRDUP]] PATH. ..]

chgrp [-R] GROUP PATH...]

help [cmd]]
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MapReduce ﬁfj i

Introduction tolMapReduce

Jz122 Y/z00¢
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Example 1: Example 2:
||| ||||||||.||} I."r '“"'-,_,HH III"
f;"'l
f,f’"
\ B T 4|_)
h““--‘_q_ﬁ_ s
L L > Example 3
sgrt{2)
Example 4: The way to climb 5 —
steps stair within 2 steps each —

time. EELﬁr'J”EJEI ek > =
o b g g s
fjﬁf‘:ﬂ F %El?“j[ij ? i

Ex : (1,1,1,1,1) or (1,2,1,1)
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MapReduce £ _Google ¥ #enfrdi & ] > 1 & * kg2 + L 7T

MapReduce is a patented software framework introduced by
Google to support distributed computing on large data sets on
clusters of computers.

R p ¥R ¥ dhmap & reduce S ¥k -

The framework is inspired by map and reduce functions commonly
used in functional programming, although their purpose in the
MapReduce framework is not the same as their original forms

— Map( . ) : Source: http://en.wikipedia.org/wiki/MapReduce
e Ex.[1,2,3,4]—-(*2)->[2,4,6,8]
— Reduce(...):

« [1,2,3,4]-(sum)->10
Logical view of MapReduce

 Map(k1,v1) -> list(k2,v2)

* Reduce(k2, list (v2)) -> list(v3)


http://en.wikipedia.org/wiki/MapReduce

Googla's Ylzpidadics

Googla i ilzioidady

TR e

Diz1e)rz111]

Input

® 9O ¢

¢

'

'

? ¢

Intermediate | kl:v kl:v k2:v

k3:v kd:v

kd:v k5:v

led:v

kl:v k3:v

Grouped

Output

[[Gmup by Keyj]

kl:v,v,v,v

kS‘»"-,

kd:v,v,v

k5:v

ééééé
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___________________ —_ —_— — e — e — -
Ir Map Task 1 -: Ir Map Task 2 | Ir Map Task 3

| L L

| L L

| L L

| L L

| L L

| L L

| klowv klow k2w | || k3w kdw kdw kv | | ke v lelov k3w

| Fartitioning Funetion I | Fartitioning Function | | Fartitioning Funection

Sort and Group
klvwvwvwy | k3w

<0

Reduce Task 2

[ ——— — —_ —

Sort and Group
ke ov v v

§<@@@

Reduce Task 1
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JobTracker §?
NameNode B~ %
F &8 8
blocks

rlzdoop izoidsdyss &

map |7

map 7|

map |7
JobTracker i% #c B

TaskTracker % i®
Map & & » & 2
A

& ,I_/l__ ;._‘-7
3

i

S5 £
1N= =0

_____________________________________________

reduce

output
HDFS

JobTracker #-¢ ¥

HERERA G
T E D
TaskTracker 3

reduce

y

part0

JobTracker
B
TaskTracker

it reduce

part1

reduce = 4 i v
JobTracker £2
Namenode 1 &
4 output
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| (1)
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| am a tiger, you are also a
tiger
' 1,1 A
am

a,1 also (1)
: : ’1
t'gjr tiger, 1 o am
y map )|you,1 > & are (1)
are ;

are, 1 shuffle 1,1

tiger(1,1)

also also,1 you (1)
2 map )| a,1
tiger ’

tiger,1 1)
JobTracker #£:E 7 = B Map 4 #& {4 > hadoop i& {7

Tracker & map

AN sl 2

=/

reduce

JobTracker £ % —
TaskTracker i® reduce

B

a,2
also,1
am,1
are,1
1,1
UQerZ
you,1




Wz1piRadica 9y 2. ,JJ—» (Z

UzoRaducs &1y o (2
ab sqrt(a + b)
cd sqrt(c + d)

10 00 3.0
32 0.8 32.0 $ ?

1.0 14.0 1.0 (0,sqgrt (1.0 + 0.0 + 3.0))
- ] (1,sqrt (3.2 + 0.8 + 32.0))
. 2,sqrt (1.0 + 14.0 + 1.0
Input File (s sare )
001.0 // A[0][1l] = 1.0 (0,1.0)
010.0 // A[O][1l] = 0.0 (0,0.0) erdliee
02 3.0 // A[0][2] = 3.0 map »(0,3.0)
10 3.2 // A[1][0] = 3.2 (1,3.2)
110.8 // A[1][1] = 0.8 (1,0.8) | sort/ (0,{1.0,0.0,3.0})
(1,{3.2,0.8,32.0})
12 32.0 // A[1]1[2] = 32.0 (1,32.0) ELEE 77 (2, (1.0,14.0,1.0})
20 1.0 // A[2][0] = 1.0 [ (2,1.0)
21 14.0 // A[2][1] = 14.018P 7 » 14 0
22 1.0 // A[2]1[2] = 1.0 (2,1.0)
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o Large Data Set  Text tokenization
* |ndexing and Search
+ T fR X

* Data mining
* Parallelization » machine learning

*_http://www.dbms2.com/2008/08/26/known-applications-of-mapreduce/

*_http://wiki.apache.org/hadoop/PoweredBy
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Hadoop & & % Java B % o ?
Is Hadoop only support Java ?

LA R 2INFRE AT P Ao & B AR ?
Can Hadoop work with existing software ?

wRE RS E 7
Can Hadoop work with Databases ?

F’B’%% FE”LE& ﬁmﬁ‘ﬁ .....
Yes, we hear the feedback of developers




Is rladooo only suooort Jeive 7

 Although the Hadoop framework is implemented

in Java™, Map/Reduce applications need not be
written in Java.

« Hadoop Streaming is a utility which allows users
to create and run jobs with any executables (e.q.
shell utilities) as the mapper and/or the reducer.

« Hadoop Pipes is a SWIG-compatible C++ API to

implement Map/Reduce applications (non JNI™
based).



rlaidooo Ploes (CrF, Pyinor))

Hadoop Pipes allows C++ code to use Hadoop
DFS and map/reduce.

The C++ interface is "swigable" so that interfaces
can be generated for python and other scripting
languages.

For more detail, check the APl Document of
org.apache.hadoop.mapred.pipes

You can also find example code at
hadoop-*/src/examples/pipes

About the pipes C++ WordCount example code:
http://wiki.apache.org/hadoop/C++WordCount


http://hadoop.apache.org/common/docs/current/api/org/apache/hadoop/mapred/pipes/package-summary.html
http://wiki.apache.org/hadoop/C++WordCount

rleidooy Sirearnirg

Hadoop Streaming is a utility which allows users
to create and run Map-Reduce jobs with any
executables (e.g. Unix shell utilities) as the
mapper and/or the reducer.

It's useful when you need to run existing program
written in shell script, perl script or even PHP.

Note: both the mapper and the reducer are
executables that read the input from STDIN (line
by line) and emit the output to STDOUT.

For more detail, check the official document of
Hadoop Streaming



http://hadoop.apache.org/common/docs/current/streaming.html

o

running rladoog Strearning

jazz@hadoop:~$ hadoop jar hadoop-streaming.jar -help
10/08/11 00:20:00 ERROR streaming.StreamJob: Missing required option -input
Usage: SHADOOP HOME/bin/hadoop [--config dir] jar \

$HADOOP HOME/hadoop-streaming.jar [options]

Options:
—-input <path> DFS input file(s) for the Map step
—-output <path> DFS output directory for the Reduce step
-mapper <cmd|JavaClassName> The streaming command to run

—combiner <JavaClassName> Combiner has to be a Java class

—reducer <cmd|JavaClassName> The streaming command to run

-file <file> File/dir to be shipped in the Job jar file

-dfs <h:p>|local Optional. Override DFS configuration

-Jjt <h:p>|local Optional. Override JobTracker configuration

—additionalconfspec specfile Optional.

—inputformat TextInputFormat (default) | SequenceFileAsTextInputFormat |
JavaClassName Optional.

—outputformat TextOutputFormat (default) |JavaClassName Optional.

. More ..



rleidooo Sirzarning witn snell cornrmnands (7))

hadoop:~$ hadoop fs —-rmr input output
hadoop:~$ hadoop fs -put /etc/hadoop/conf input

hadoop:~$ hadoop jar hadoop-streaming.jar -—-input
input -output output -mapper /bin/cat -reducer /
usr/bin/wc



rleidooo Sirearning witn snell cornemearnds (2)

hadoop:~$ echo "sed -e \"s/ /\n/g\" | grep ." >
streamingMapper.sh

hadoop:

\$1}vn

hadoop:
hadoop:
hadoop:
hadoop:

~S

echo "unig -c | awk "{print \$2 \"\t\"

> streamingReducer. sh

chmod a+x streamingMapper.sh
chmod at+x streamingReducer.sh
hadoop fs -put /etc/hadoop/conf input
hadoop jJar hadoop-streaming.jar -1nput

input —-output output -mapper streamingMapper.sh
-reducer streamingReducer.sh -file
streamingMapper.sh —-file streamingReducer.sh



Trners are servereal rladooy sugorojecs

Apache » Hadoop =

Top oMo Chuliwa HBase HOFS Hive MapReduce Pig Zookeeper

+* About

N elcome

= Who We Are? Welcome to Apache Hadoop!

o Mailing Lists

* Hadoop Common: The common utilities that support the
other Hadoop subprojects.

 HDFS: A distributed file system that provides high
throughput access to application data.

* MapReduce: A software framework for distributed
processing of large data sets on compute clusters.

10



Otrier rladooo relaizd orojecs

Chukwa: A data collection system for managing
large distributed systems.

HBase: A scalable, distributed database that
supports structured data storage for large tables.

live: A data warehouse infrastructure that
provides data summarization and ad hoc
querying.

Pig: A high-level data-flow language and
execution framework for parallel computation.

ZooKeeper: A high-performance coordination
service for distributed applications.

11



rlaidooo =cosysiarr)

Pig Chukwa Hive HBase
MapReduce HDFS ZooKeeper
Hadoop Core Avro

(Hadoop Common)

Source: Hadoop: The Definitive Guide

12



AVro

Avro is a data serialization system.
It provides: %m%

— Rich data structures.

— A compact, fast, binary data format.
— A container file, to store persistent data.

— Remote procedure call (RPC).

— Simple integration with dynamic languages.

Code generation is not required to read or write data files
nor to use or implement RPC protocols. Code generation
as an optional optimization, only worth implementing for
statically typed languages.

For more detail, please check the official document:
http://avro.apache.org/docs/current/

13
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 http://hadoop.apache.org/zookeeper/ l &

« ZooKeeper is a centralized service for maintaining
configuration information, naming, providing distributed
synchronization, and providing group services. All of
these kinds of services are used in some form or another
by distributed applications.

 FEach time they are implemented there is a lot of work that goes into
fixing the bugs and race conditions that are inevitable. Because of the
difficulty of implementing these kinds of services, applications initially
usually skimp on them ,which make them brittle in the presence of change
and difficult to manage. Even when done correctly, different
implementations of these services lead to management complexity when
the applications are deployed.

14


http://hadoop.apache.org/zookeeper/

~lg

http://hadoop.apache.org/pig/

Pig is a platform for analyzing large data sets that
consists of a high-level language for expressing data
analysis programs, coupled with infrastructure for
evaluating these programs.

Pig's infrastructure layer consists of a compiler that
produces sequences of Map-Reduce programs

Pig's language layer currently consists of a textual
language called Pig Latin, which has the following key
properties:

— Ease of programming
— Optimization opportunities
— Extensibility

15


http://hadoop.apache.org/pig/

rlive

 http://hadoop.apache.org/hive/

 Hive is a data warehouse infrastructure built on top of
Hadoop that provides tools to enable easy data
summarization, adhoc querying and analysis of large
datasets data stored in Hadoop files.

« Hive QL is based on SQL and enables users familiar with
SQL to query this data.

16


http://hadoop.apache.org/hive/

Criu<yyel

http://hadoop.apache.org/chukwa/

Chukwa is an open source data collection system
for monitoring large distributed systems.

built on top of HDFS and Map/Reduce framework

includes a flexible and powerful toolkit for
displaying, monitoring and analyzing results to
make the best use of the collected data.

Al (A
_|'.. ;.._'-:. W __: iy
i =
[ N\

hukwa)

17


http://hadoop.apache.org/chukwa/

Mainout

http://mahout.apache.org/
Mahout is a scalable machine learning libraries.

implemented on top of Apache Hadoop using the
map/reduce paradigm.

Mahout currently has

— Collaborative Filtering
— User and ltem based recommenders
— K-Means, Fuzzy K-Means clustering
— Mean Shift clustering
— More ...

1R


http://mahout.apache.org/
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Warning: fopenifhomeldodgersipublic_htmli Mogsforacle_error_|og.td) [function fopen]: failed to open stream: Permission denied in
Ausrlocaliapachetdocsinclude2007 ioracle/ddb_oracle.inc.php on line 194

Cannot open Database Errar Log, please check!! (fhomefdodgersipublic_htmils Nogsforacle_error_log.td)

Warning: fopenifhomeldodgersipublic_htmli Mogsforacle_error_|og.td) [function fopen]: failed to open stream: Permission denied in
usrlecaliapachehtdocs /include2007 ioracleidb_oracle.nc.php on line 194

Cannot open Database Error Log, please check!! (homefdodoersipublic_htmild Nogsforacle_error_log.td)

Warning: fopen{fhomeldadgersipublic_htmlf logsiaracle_errar_log.td) [function fopen): failed to apen stream: Permission denied in
Ausrlocaliapache tdocsinclude2007 ‘oracleddb_oracle.nc.php on line 194

Cannot open Database Error Log, please check!! (fhomefdodoersipublic_htmild Nogsforacle_error_log.td)

Warning: fopenifhomeldodgersipublic_htmld Mogsforacle_error_log.td) [function fopen]: failed to open stream: Permission denied in
asrlocaliapache tdocsinclude2007 ‘oracle/db_oracle.nc.php on line 194

Cannot open Database Error Log, please check!! fthomefdodgersipublic_htmli flogsioracle_errar_|og.td)

al BT 8%

L denied in usrilocaliapache htdocsinclude2007 'oracle/db_oracle.inc.php on line 194

Cannot open Database Error Log, please check!! fhomerldodgersipublic_htrmlf. flogsforacle_error_log.td)

Warning: fopenihomefdodgersipublic_htmlf flogsforacle_error_log .t [function.fopen]: failed to open stream: Permission



rlow to szl Uy weo service in ing gast 7
1 perlbal
LAHMM :
Inux
b |
MPPS? ' a | CSS+JS
! Smarty __—|| lighthttpd
= I - | Linux
| MySQL / PHP |
L [ ik 1|| Memcached | 4 Hadf:;op
MogileFS
il Apache _
] Linux

Where we can go: horizontal LAMP scaling example

2. A few definitions

Source: http://www.slideshare.net/mallipeddi/scalable-lamp-development-for-growing-web-apps


http://www.slideshare.net/mallipeddi/scalable-lamp-development-for-growing-web-apps

Tools used oy large sce

® Perlbal - http://www.danga.com/perlbal/

® 5 BRT FIRED] TG

¢ |_oad balancer
® MogileFS - http'//www.danga.com/mogilefs/

® L EN R AR

¢ Distributed F|Ie System fo small files

¢ 2735 MogileFS v 4= Hadoop it & £ k sJd2 ) # %
® memcached - http://memcached.org/

L JEN Y Y

¢ Share Memory

®Je TR BN W G Bt e 0 e i B~ (Cache) =
® Moxi - http://code.google.com/p/moxi/

¢ Memcache =+ PROXY

® More Resource:

¢ http://code.google.com/p/memcached/wiki/HowToLearnMoreScalability

PAE 4

Without Memcached

web server web server

When Used Separately
Total Usable Cache size: 64MB

<

With Memcached

web web
server server

When Logically Combined
Total Usable Cache size: 128MB

¢ http://www.slideshare.net/techdude/scalable-web-architectures-common-patterns-and-approaches



http://www.danga.com/perlbal/
http://www.danga.com/mogilefs/
http://memcached.org/
http://code.google.com/p/moxi/
http://code.google.com/p/memcached/wiki/HowToLearnMoreScalability
http://code.google.com/p/memcached/wiki/HowToLearnMoreScalability
http://www.slideshare.net/techdude/scalable-web-architectures-common-patterns-and-approaches

MySOL )

Memcached & MySQL

read write

Ty 6 6

VAN

L & i .....

Application
Servers

b

i
-

Memcached '
Clients % % : +
+ . y
4‘ : —.\
Memcached .
Servers % : +
.l. s J
* cache update : .
MySQL Sewer ---------------------------- r
J

Source: http://mashraqi.com/2008/07/memcached-for-mysql-advanced-use-cases 09.html


http://mashraqi.com/2008/07/memcached-for-mysql-advanced-use-cases_09.html

GET de-duplication

a-ache

moxi

geta b c d e BN laNe1 0
getabc

4 8et bcd
getcde

memcache

Source: http://www.slideshare.net/northscale/moxi-memcached-proxy



http://www.slideshare.net/northscale/moxi-memcached-proxy

draining and filling

lazily migrate items from old server to new server

moxi moxi

memcached memcached memcached memcached

draining filling

Source: http://www.slideshare.net/northscale/moxi-memcached-proxy
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HBase i1s a distributed column-oriented database
built on top of HDFS.

A distributed data store that can scale horizontally
to 1,000s of commodity servers and petabytes of
iIndexed storage.

Designed to operate on top of the Hadoop
distributed file system (HDFS) or Kosmos File
System (KFS, aka Cloudstore) for scalability, fault
tolerance, and high availability.

Integrated into the Hadoop map-reduce platform
and paradigm.
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Distributed storage
Table-like in data structure
—multi-dimensional map

Hig
-ig
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n scalability
N availability

N performance



Wrio use rlBase

Adobe

— PR % (Structure data)

Kalooga

— Bl * =51  http://www.kalooga.com/
Meetup

— AFFR ¢ ®2  http://www.meetup.com/
Streamy

— Migrate from MySQL to Hbase http://www.streamy.com/
Trend Micro

— Z #h4F = 7 http://trendmicro.com/

Yahoo!

— 3~ i+ fingerprint # 4 £4F http://www.yahoo.com/
More - http://wiki.apache.org/hadoop/Hbase/PoweredBy


http://www.kalooga.com/
http://www.kalooga.com/
http://www.kalooga.com/
http://www.meetup.com/
http://www.meetup.com/
http://www.meetup.com/
http://www.streamy.com/
http://www.streamy.com/
http://www.streamy.com/
http://trendmicro.com/
http://trendmicro.com/
http://trendmicro.com/
http://www.yahoo.com/
http://wiki.apache.org/hadoop/Hbase/PoweredBy
http://wiki.apache.org/hadoop/Hbase/PoweredBy
http://wiki.apache.org/hadoop/Hbase/PoweredBy
http://wiki.apache.org/hadoop/Hbase/PoweredBy

Belciclrog

Started toward by Chad Walters and Jim

2006.11

— Google releases paper on BigTable

2007.2

— Initial HBase prototype created as Hadoop contrib.
2007.10

— First useable HBase

2008.1

— Hadoop become Apache top-level project and HBase
becomes subproject

2008.10~
— HBase 0.18, 0.19 released



rlgase |s Not .

Tables have one primary index, the row key.
No join operators.

Scans and queries can select a subset of available
columns, perhaps by using a wildcard.

There are three types of lookups:

— Fast lookup using row key and optional timestamp.
— Full table scan

— Range scan from region start to end.




rBzase Is Mot ...(2)

* Limited atomicity and transaction support.

—HBase supports multiple batched mutations of
single rows only.

— Data is unstructured and untyped.
* No accessed or manipulated via SQL.

—Programmatic access via Java, REST, or
Thrift APls.

— Scripting via JRuby.



Wriy Bigieiole?

* Performance of RDBMS system is good for
transaction processing but for very large
scale analytic processing, the solutions are
commercial, expensive, and specialized.

* Very large scale analytic processing

— Big queries — typically range or table
scans.

— Big databases (100s of TB)



Wy Bigteole? (2)

* Map reduce on Bigtable with optionally
Cascading on top to support some relational
algebras may be a cost effective solution.

* Sharding is not a solution to scale open
source RDBMS platforms

— Application specific
—Labor intensive (re)partitionaing



Wry rFlBzise 7

HBase is a Bigtable clone.
It iIs open source

It has a good community and promise for the
future

It is developed on top of and has good
integration for the Hadoop platform, if you
are using Hadoop already.

It has a Cascading connector.



1se gariaflis irnearn RDBMS
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No real indexes
Automatic partitioning

Scale linearly and automatically with new
nodes

Commodity hardware
Fault tolerance
Batch processing



Dzitel Mocle]

Tables are sorted by Row
Table schema only define it's column families .

— Each family consists of any number of columns
— Each column consists of any number of versions
— Columns only exist when inserted, NULLs are free.

— Columns within a family are sorted and stored together

Everything except table names are byte|]
(Row, Family: Column, Timestamp) - Value

Column Family ’

Row key

"com.cnn.wawew T

"comeants:” "anchor:cnnsi.com”  "anchor:my.look.ca”
| |
I " oy W8
._I..! 1 | ' ' |
_MITFI_":I_,;]:_[ "CNN" = (g "CMNM.com” |-=— tg
5 e e M s S

TimeStamp



Marnoars

* Master
— Responsible for monitoring region servers
— Load balancing for regions

— Redirect client to correct region servers
— The current SPOF

* regionserver slaves
— Serving requests(Write/Read/Scan) of Client
— Send HeartBeat to Master

— Throughput and Region numbers are scalable by region
servers



Architecture

% Store (MemStore )

©

M

L
DFS
Clienl

%KDDDE‘DDDWDNSDEFE\YDDD%Z(D ‘ooogoo || ﬁagm

9 | 000000 || DODOOO |*000000 || 0OD000 || DpOoCo

% | 000000 || DO0000 || 000000 || 000000 || oboooc

L \ DataNode ) \ DataNode J \ DataNode ) \ DataNode ) \ DataNode )




ZooKeeper

* HBase depends on
ZooKeeper (Chapter e
13) and by default it """"""""""""""""" > cluster
manages a ZooKeeper Pa P
instance as the e T

authority on cluster
state

Master

Hegmnsewer Hegmnseruer Hegmnserver



Operation
/The —ROOT—\
table holds the
list of META.

table regions \

N 2 . __RGOT
Region L
[ Se“‘ﬁ:%<%m

[ Region . gion |
Serv rﬁg{ton 5
Mas{er ] on 3
HRPC HRPC —Regio
\ %Y The META.

[ Cll\eﬁls/] Region _Regid table holds the
Serve “Reod list of all user-

———| space regions.

N
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* Crawling the Web

Page Contents

Crawler visits the web
pages of the links
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 Building the Index Pool

Page Contents |:> Index Pool

Parse Contents
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« Serving Queries

td ¥ '
S |
Jn_ |:> |n(m |:> Return Results
’ 1 \\ y 3\\ ) \_/_
' \‘*. s - \
\Q“

User Sent a Query Search from Index Pool

chv—"\g-‘—r}%' :..: . _,_I- - - J -
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check_sunJava

Crawlzilla need Sun Java JDK 1.6.x or above version
System has Sun Java 1.6 above version.

System has ssh.

System has ssh Server (sshd].

Sy T dial

a, this install
assword of cr er.

keyin the password again:
password:

Master IP address is: 1408.110.135.186
Master MAC address is: 08 7:99:4d:09
Please confirm the install infomation of above : 1.Yes 2.No

Please choonse what you want To do:

Fast Startup/Stop all Sevices
Set datanode & taskiracker

SeT namenode & jobtracker
Startup/Shutdewn/Restart Tameat
Change Tomcat port

Change lanquage

Client Install Steps

Exit

(2) Easy to Manage

gram will create a new accunt and to

Manage | Bystem

Crand
How To Use

1. ImputInGes POo! Name
2. Input UHLs |soe aoiow camplep

;v‘r"p:.')’mdx songle copnutcher?
3. Choase Depth, then Submit!

Index Pool Name

Index Pool Name |

Input Crawl URLS

Sctup | Logout

as

Inpur Craet LR =

Crawil Depth Setup
Choose Crawl Depth |3 =]

(3) Easy to
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Web Ul ( Crawlzilla Website + Search Engine)

JSP + Servlet +

Lucene

Crawlzilla System Management

f \ 4 B
Hadoop
Tomcat - 4
PC1 }[ PC2 }[ PC3
N A .
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Crawlzilla @ Google Code Project Hosting (X 5RERE)

— http://code.google.com/p/crawlzilla/
Crawlzilla @ SourceForge(3:3XsRAAE)

— http://sourceforge.net/p/crawlzilla/home/

Crawlzilla User Group @ Google

— http://groups.google.com/group/crawlzilla-user

NCHC Cloud Computing Research Group

— http://trac.nchc.org.tw/cloud
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18,000
Millions of Communicating Devices Worldwide* 16,000
14,000
12,000
10,000
III l.I S x!
e r[h 3 lllt: |[‘F~ '_’ . Consumer Electronics 8,000
i nadus trial \¥ 1-:] |"IIPI*~‘~ "‘"'-F-JJ-J[HHF &,-.
VS, and Other Errlbr—-ddt—'d E'4|J|Df"r ent 8000
2008 4,000
2,000
2014 0
2015
Source: |DC Device Base Model, 2009 *Excludes voice- and SMS-only phones
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Electric Toothbrush:
Automatically reorders
brush heads, shares
brushing habits

with your dentist

Alarm Clock:
Remote programs,
custom tones, turmns
on coffee maker

—
=

&
Refrigerator:

groceries as
needed, and

L]

Automobile:

Maps traffic in real

time; others can

track your location

RFID tags reorders

suggests recipes

meeeesssssssssssssssssssssmm  ZONMMUTE so——

. ol v
Home | Bed g ‘b E g Workplace

—

Coffee Maker:
Custom setting for
each coffee type,
starts when alarm
goes off

®
Oven: Oven
settings from

if running late

computer or phone

Smart Scale:
Measures and
sends weight info for
progress tracking

Figure 3. The Internet of Things
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Cell Phone:
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Media Player:
Remaotely orders
new songs & video

Computer:
Centralized control for
remote interface to

any other device ®
L ]
VolP phone: Printer: Microwave:
Automatic updates, Automatically Automatically sets
integration and reorders toner and cook cycle with
forwarding paper as needed RFID recognition

!

HVAC: Controls
temperature &
lights for maximum

efficiency

Secure performs
identification &

verification for
payments
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Building Security:
Security cameras
interact with facial
recognition database
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&
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- Home |/ Bed

Television:
Immediate "one-click”
ordering of products
seen on commercials

Vending:
Automatically
reorders supplies
before it's empty

Exercise Equipment:
Recognizes individual
user and tracks
workout schedule
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Phone Hacking group LLS,. GAD reports that in 1995, Increase in attacks
Fhreaking “414s" break into hackers tried to break into on mabile devices, em-
Los Alamos Nat'l  Defense Dept. files 250,000 times; bedded systems, the
Lab. computers ~65% of tries were successful “internet of things”
LS. House of Marris First RSA ILOVEYOU
Rep. begins hear- worm / Conference worm infects
ings on computer CERT held millions

security hacking  established

within hours

> — @
1970 1977 1982 1988 1993 2000 2005 2009
TCPIP— Kevin Mitnick / Paris Hilton's

Internet Pratocol /
amateur hackers /
BESes

Federal Computer Systems
Protection Act, defining
computer crimes & recom-
mended penalties, fails to pass
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Increase in attacks

on commercial
enterprises

First DEFCON

hacking conference

held; becomes

an annual event

T-Mabile LISA
Sidekick hacked

Dmitry Sklyarov becomes 1st
person charged with violating
the Digital Millenium Copyright
Act (DCMA) at DEFCON
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Figure 6. The increase in security issues experienced by mobile device users
from 2006 to 2008; % of respondents. McAfee Mobile Security Report 2009
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P &R A2 (Malware) 1% # i

Malware detected by year

14 million
12 million
10 million
8 million
6 million
4 million

2 million

l.ll-.k

e ——

92 93 94 95 96 97 98 99 00 01 02 03 04 05 06 O7 08 09
Over 3,000 new “species” of PC malware are released onto the Internet every hour. Now that malware is setting its sights on Device platforms
Source: AV LABS
Bl & kiR
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By: Kurt Stammberger, CISSP, Adrian Turner and Mat Small, Mocana With: Rich Nass, Sarah Friar, Goldman Sachs
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U.S. Households with Smart Meters

— Smart Meters provide 2-way
communications allowing utilities
and/or homeowners to monitor
- and control energy consumption.

{Excludes OMLY Automated Metering Systems)

MILLIONS OF HOUSEHOLDS
S = N W B O O d 0

2006 2007 2008 2009 2010 2011 2012

€& Copyright 2009 - Parks Associates
Bl & kiR

By: Kurt Stammberger, CISSP, Adrian Turner and Mat Small, Mocana With: Rich Nass, Sarah Friar, Goldman Sachs


http://whitepapers.opensystemsmedia.com/u/pdfs/WhitePaper.whitepapermocanadeviceintegrityrpt_final_springpcn_nanocryptonanosec.pdf

1y J2olrty
-wu::,*;f USIHY EGACUN

2]ty
Jm i) ;J Q U

N, VESS ISSUES'
JJ-EJJ:‘JJLJJJ 1112 Slytlel

SECUN LY AT EATS
v luizinzt of Tilngs










Guest OS 2 _

- VMXON Region #B ]

B & k& : Hacks in Taiwan Conference 2010
http://www.hitcon.org/hit2010/download/6 _New%?20Battlefield%20For%20Malware%20Game.pdf
314 F & PK / Hypervisor - New Battlefield For Malware Game & #i#s - L i f2sch chirgsy 10


http://www.hitcon.org/hit2010/download/6_New%20Battlefield%20For%20Malware%20Game.pdf
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WikiLeaks

" h_*" wu s e e e S0l become as important a purmalistic ool
the people in your life, s the Freedom of Information Act,

- Time Magarine

Submit documents
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Which social network do you think poses the biggest risk to security?|

e
Linkedin

0% 15% 0% 45% &0%

B & Kk
Report Ranks Facebook As Greatest Corporate Security Risk
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http://www.allfacebook.com/facebook-corporate-risk-2010-02
http://www.onlinesocialmedia.net/20100731/wikileaks-and-facebook-privacy-security-do-we-care/
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[**] [1:538:15] NETBIOS SMB IPCS$ unicode share access [**]
[Classification: Generic Protocol Command Decode] [Priority: 3]
09/04-17:53:56.363811 168.150.177.165:1051 -> 168.150.177.166:139
TCP TTL:128 TOS:0x0 ID:4000 IpLen:20 DgmlLen:138 DF

FEEAP*** Seq: 0x2E589B8 Ack: 0x642D47F9 Win: 0x4241 TcpLen: 20

[**][1:1917:6] SCAN UPnP service discover attempt [**]
[Classification: Detection of a Network Scan] [Priority: 3]
09/04-17:53:56.385573 168.150.177.164:1032 > 239.255.255.250:1900
UDP TTL:1 TOS:0x0 ID:80 IpLen:20 DgmLen:161

Len: 133

[**][1:1917:6] SCAN UPnP service discover attempt [**]
[Classification: Detection of a Network Scan] [Priority: 3]
09/04-17:53:56.386910 168.150.177.164:1032 -> 239.255.255.250:1900
UDP TTL:1 TOS:0x0 ID:82 IpLen:20 DgmLen:161

Len: 133

[**][1:1917:6] SCAN UPnP service discover attempt [**]
[Classification: Detection of a Network Scan] [Priority: 3]
09/04-17:53:56.388244 168.150.177.164:1032 > 239.255.255.250:1900
UDP TTL:1 TOS:0x0 ID:84 IpLen:20 DgmLen:161

Len: 133

[**] [1:538:15] NETBIOS SMB IPCS unicode share access [**]
[Classification: Generic Protocol Command Decode] [Priority: 3]
09/04-17:53:56.405923 168.150.177.164:1035 -> 168.150.177.166:139
TCP TTL:128 TOS:0x0 ID:94 IpLen:20 DgmlLen:138 DF

X AP*** Seq: 0x82073DFF Ack: 0x2468EB82 Win: 0x4241 TcpLen: 20

[**][1:1917:6] SCAN UPnP service discover attempt [**]
[Classification: Detection of a Network Scan] [Priority: 3]
09/04-17:53:56.417045 168.150.177.164:45461 -> 168.150.177.1:1900
UDP TTL:1 TOS:0x0 ID:105 IpLen:20 DgmLen:161

Len: 133

[**][1:1917:6] SCAN UPnP service discover attempt [**]
[Classification: Detection of a Network Scan] [Priority: 3]
09/04-17:53:56.420759 168.150.177.164:45461 -> 168.150.177.1:1900
UDP TTL:1 TOS:0x0 ID:117 IpLen:20 DgmLen: 160

Len: 132

[**][1:1917:6] SCAN UPnP service discover attempt [**]
[Classification: Detection of a Network Scan] [Priority: 3]
09/04-17:53:56.422095 168.150.177.164:45461 -> 168.150.177.1:1900
UDP TTL:1 TOS:0x0 ID:118 IpLen:20 DgmLen:161

Len: 133

[**][1:2351:10] NETBIOS DCERPC ISystemActivator path overflow attempt little endian
unicode [**]

[Classification: Attempted Administrator Privilege Gain] [Priority: 1]
09/04-17:53:56.442445 198.8.16.1:10179 -> 168.150.177.164:135

TCP TTL:105 TOS:0x0 ID:49809 IpLen:20 DgmLen: 1420 DF

FREA*EEE Seq: 0xF9S89BBF  Ack: 0x82CCF5B7 Win: OXFFFF TepLen: 20

[Xref => http://www.microsoft.com/technet/security/bulletin/MS03-026.mspx][ Xref =>
http://cgi.nessus.org/plugins/dump.php3?id=11808][Xref => http://cve.mitre.org/cgi-
bin/cvename.cgi?name=2003-0352][ Xref => http://www.securityfocus.com/bid/8205]

[**] [122:3:0] (portscan) TCP Portsweep [**]

[Priority: 3]

09/04-17:53:56.499016 198.8.16.1 -> 168.150.177.166
PROTO:255 TTL:0 TOS:0x0 ID:1750 IpLen:20 DgmLen:168
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=, A ] = s ([BA Oue = 0

. File Edit View Go Bookmarks Tools Window Help

»

|

AG M

me |

Search |

Added 0 alert(s) to the Alert cache
Queried DB on : Thu October 14, 2004 22:04:44

Meta Criteria any
IP Criteria any
TCP Criteria any
Payload Criteria any

Basic Analysis and Security Engine (BASE)

Summary Statistics

Sensors

Unique Alerts [ classifications )
Lnigue addresses: source | destination

Unique IP links

Source Port: TCP | UDP
Destination Port: TCP | UDP
Time profile of alerts

[ Back ]

Displaying alerts 1-50 of 81 total

[ 1D = Signature =

[snort] NETBIOS SME IPC% share unicode access
[ #0-(1-84)

[snort] NETBIOS SME IPCH$ share unicode access
[~ #1-(1-83)

[snort] NETBIOS SME IPC$ share unicode access
I~ #2-1-82)

[snort] (http_inspect) OVERSIZE CHUMNK ENCODING
[~ #3-(1-80)

[snort] (http_inspect) OVERSIZE CHUMNK ENCODING
™ #4-1-81)

= Timestamp =

2004-10-08
11:25:441

2004-10-08
11:25:31

2004-10-08
11:25:05

2004-10-04
22:25:441

2004-10-04
22:25:41

= Source Address >

192.168.1.100:1613

192.168.1.100:1 608

192.168.1.100:1 601

192.168.1.4:42184

192.168.1.4:421 63

= Dest. Address >

192.168.1.4:139

192.168.1.4:139

192.168.1.4:139

67.19.245.228:80

67.19.245.228:80

= Layer 4 Proto =

TCP

TCP

TCP

TCP

TCP

=] == =7 ]
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Destination Attack

Signature

Source [P

Destination
Port

Source Port

Packet
Protocol

Timestamp

Destination Attack

Host 1

Signature

Trojan

Source IP

Sipl,Sip2

Destination
Port

Source Port

Packet
Protocol

Timestamp

80,443

4077,5002

tep

T1,T2,T3

Host 2

Trojan

Sipl

443

5002

tcp

T4




ICAS-I »xre By IR 5

Machine:

— CPU : Intel quad-core, Memory : 2 GB,

OS : Linux : Ubuntu 8.04 server

Software : version

—Hadoop : 0.16.4

—Hbase : 0.1.3

—~Java: 6

Alerts Data Sets

—MIT Lincoln Laboratory, Lincoln Lab Data Sets

— Computer Security group at UCDavis, tcpdump
file
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Throughput Data Overall

Nl [ raditional

Analysis Time (sec)

Il nodes 2 nodes 4 nodes 6 nodes

1.068
1.333
1.76
3.145
4.73

7.909
14.949
19.901

374.374
383.82
301.346

Results

Reduction
Rate

39.51%
97.11%
97.93%
97.68%
97.19%
99.04%
99.27%
93.00%
98.87%
98.87%
99.72%
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. ytﬁéﬁ%|P168.150.177.166 i1 168.150.177.164 5 11 T1%E & 1) B 52

Y

239255255250 168.150.177.1
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